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Continue to Monitor Progress
Review, monitor and refine policies.

Develop relationships with vendors and industry
experts to monitor the process and advancements in
quantum-safe solutions and quantum computing.

Assign Resources and Build Awareness

Designate a team to manage your organization’s transition to
1 quantum cybersecurity. Build out an internal budget and
' engage your vendors (you are doing this today!)

J0<)
1k
Define Responsibilities

Quantum'Ready < 2 This is a huge undertaking. Break out the

responsibilities by use cases. Your organization
cannot become quantum safe in one swoop.

Evaluate Solutions,

Experiment, and Test

Evaluate how PQC, QKD, and other quantum
technologies will secure your organizations
assets. This can include layering PQC on your
existing RSA architecture. Prepare for your
future implementations.

3

Develop an Inventory and Priority List

Review every device, system, platform, and vendor in your organization to determine:
How long it needs to remain secure | Lifetime of the asset - will it be around in the next 5 years? | Susceptibility of an attack

Source: A guide to a quantum-safe organization, QED-C December 2021, July 2022
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B B B iR PQ PPK, R ERCGEAERN SO L, 55 TEIRGE PPK . PPK G,
MBUESZ, ST PPK 0 SR .

Add Post-Quantum Pre-shared Key

EETFHEE PPK %05, ] LIMER ASCI FiitgE:
1 sgwi% 3L ICHME— PPK KeylD.
2. ¥

E—EME—. FEHER) PPK Secret (PPK 25H5) FH, %] DL 32-128 il =t
(16-64 A7 oal, AHE A 128-512 Aokl -

fae R F /D% 64 70 (32 fryeil, B 256 ok iy PPK Secret (PPK
WA, DL SRS

3. 7F Confirm PPK Secret (22 PPK 25%) g e 52 Ml R 75

o e ffr PPKRE . PPKOERS A & LIS 3R, BRI I RIS B A A7
AZERG, DR MAREE.  CRTE, Ear Lk PQ PPK I i e 5 —
. ) His IKEV2 58028 BAT AR A 1Y) PQ PPK (KeylD i b PPK s58)
DRl BE A T b 5 2 PP S R U A8 HAR A B B . ittt SRR CR BT A8 A (Y3
A LA s 7y sORAE (Y, M RECR 22 2 ORA7 PPK 25

NSA g g TS G0 2 4 27 58 5] | g g RFC 8784 = w32k 1L 4

HH o
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4. Activate (iEh) THRR A CIREL, =R JORE AT LU PPK KeylD Al PPK 2515 fc % (PQ PPK)
LR SP . U RIS AN A B2 B Kl 7 B S S <r P R FH L PPK KeyID A1 PPK 5 RIS it
¥, SHEUNA)IE Activate (EED)

Blan, WRELER; O R R PQ PPK, MR RE G AREL I, HEIHSREN SR
R UUREHA R PQ PPK Y 2RSS, LUk i aR AR 1L, DN Al in & A 1) PQ PPK 1%

AR S5 E Sl
5. j%—F OK () » PQPPK HE LA L 78R PPK KeylD, BEMTHCILH &8, WEUR
PQ PPK 1 BB IR E

A AR BT SO IR B B R 5RaK PPK DhfE (EHHoNIERL 7 Ie) BOE PPK #Al:
1 iR 31ETICIME— PPK KeylD.

2. % PPK length (characters) (PPK /% (FJ0) ) s AEHETE % PPK Secret (PPK %5H5) &
AR, TERME A 32 ot (16 fiocél) .

i PPK length (characters) (PPK £/ (‘7i0) ) sAZ /b 64 7o (32 fiit
Aok 296 7o) , DLEA 4.
3. #%—F Generate Strong PPK (EA5530 PPK) o Bkl & & £ I ZH78 PPK length
(characters) (PPK £ (F£Jn) ) HiaERE R PPK %S,

0 18 42 PPK M —— R ASE SO BUR . AR ISR 2 A ORAF R B0, (8 VA4
e, CHnRFREE, &nT Ly PQ PPK G i e 5 —1M. O it IKEV2 4%
B0 ZH A A ) PQ PPK (KeylD i | PPK 253l) , BRILIS PT e 5 255t PPK
HISEER M 8 . SR, FERECRITAE A AR T i A LU 7 SUER
Ay, MHECR 2 A R A PPK S

8 PPK %1, 44— OK (h#E) , SAEHLE] PPK Secret (PPK #71f) FlConfirm PPK
Secret (hfEsR PPK %5 H5) HRA7 .

4. Activate CEEh) TR Ay CLsREL, FEBH JORE T LA A PPK KeylD fil PPK 25t % (PQ PPK)
B SR . W RIS AN A B By T 78 B S A PP RSl 1k PPK KeyID A1 PPK 25 HS G
¥, FEEUNA)IE Activate (B
fitn, W EREAERT KOS EERE N PQ PPK, EATRE AR s, E AR T e
A LS AR R ) PQ PPK T 2B 2508, DR o AR R A5 1k, R it 4B 14 i PQ PPK 1)

Rz BT
S. #%— N OK (M) . PQPPK H % A4l L7 Hin PPK KeylD, FEJKTEJCILH &6, WHUR
PQ PPK [ RE k78 .

STEPT7| fg—F OK () LAEES. VPN,

STEP 8| Commit (327%7) 4%,

gy, 50T IKEV2 RFC 8784 UL 00 - s it 7 — (1 i B4R BE A0, LA S Il 2
An R R T IKEV2 VPN 3742,
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STEP 9| i A Z Wifll IKEv2 B IR, 551% PQPPK (KeylD Il I PPK #5H) 74 HhfdiE
MWEREEE, DMERAENSEMN ., ez iRy PQ PPK ¥ (ki Bkl a5
fif] L2

w1 TKEV2 355 3800 25 HAT A R 4 i o Key 1D F0AH B K TRAG L 8, 4 e
garfg T VPN iR,
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¥ F] RFC 9242 1 RFC 9370 JR &4k 18 &= T IKEV2
VPN

i A 2 N2

. PAN-0S O PAN-OS11.2 5{ 5 H A .

FjA RFC 9242 1 RFC 9370 [)f% & F IKEv2 VPN H T/E R B, ERIGEEZELH (IKE_SA_INIT
A H A R B2 A 4 8 A Bk (KEM) BB & 488 . IR S 8B by 1k 2 e FE 1 KEM
ARFEH THRENSE, HEM% ] (HNDL) AT E FHREAE, EmigtmE e, RE
FHA B SIR A S8 T KEM A, @RISR 32 357 .

HH P2 IE SRR R AR S AT, G LA M S B AR AR E W BE A AN F AR, R ORI D A A
Rl E A I A S S S i B, W78 B VPN RIS RIS . A 1 B KR P s ysi /b 138
PERIBEEr, SRR ERER IR A S8 2c b, B DU A ) PQC A4 A nm 3k e VPN J8IH 1)
W o 7 ARG A PR ) IKEV2 2 Bk, DARE R 3E IERE

Q) spUC KBV IR IR PSSO, s g 7 e fh . SEAN, ARTEGLERY 2 At
B P Il 2 W 1KEV2 it 1PSec i, O H i

Z THERVORH R B, MEG AL LA KEM, LT BLZi RFC 8784 B FASE 5 6
S, iZ il RFC 9242 Ml RFC 9370 HUTR & 8, AUE—DHIMIR P
H RIS IKEV2 VPN HEPTE T3 %

STEP 1| j%Hl Network (#9#%) > Network Profiles (448%#% €M) > IKE Gateways (IKE FiE) , &
1% Add CErs) .

STEP 2| 3% General (—f80) &%E, WIEH IKEv2only mode (f# IKEv2 #:0) =k IKEV2 preferred
mode (IKEv2 IR 1E& Version (A .

7E IKEv2 only mode (f# IKEV2 #) T, WA LTI IKEV2, B ke bR,
£ IKEv2 preferred mode (IKEV2 1B F, W BN TIZ IKEV2, B KOs il (A
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F| IKEV1. {22, VPN ZEAZW IKEV2 A RefE R &7 VPN Zhag, B FEG K EHE 2
IKEV1, 12YIhReRA T H .

@ IKEVL 352 22 550 A SR M TKE S48 e vy LSRR, Sl ey VPN Jdigg 7t
43 IKEV2, qpigely IKEV2 only mode (fi IKEVZ2 55D, DURE(RAT AL 411 & 4k
Jeg R I PQ VPN (158 7
IKE Gateway @

General | Advanced Options

Name [I

Version | IKEv2 only mode

Address Type @ IPv4 IPv6

Interface [ J

Local IP Address | None

Peer IP Address Type @) IP FQDN Dynamic
Peer Address [ ]
Authentication @) Pre-Shared Key Certificate

Pre-shared Key [ l

Confirm Pre-shared Key [ l

Local Identification | None
Peer Identification | None

Comment

Cancel

STEP 3| j%Hy Advanced Options (JEFXIETE) , AR1&R%EIERE TIRIH. B IKEV2, WikE
General (—f) %7€

[General (— ) | AEEREFIIY IKE %M €. BUH IKEv2 Fragmentation (IKEv2 7B
PAR % 5E Liveness Check GETERIED) .

1 Fi} PQC KEM I JEERT [IKEV2 Fragmentation (IKEV2 730B0) 1, N A48k /NG R 2% & &
BR . P VPN &% 2 B RS E 2 AH 7] (1) 43 BB

IKE Gateway @

General | Advanced Options

Common Options

[ Enable Passive Mode
[ Enable NAT Traversal

IKEv2

General PQ PPK PQ KEM

IKE Crypto Profile | default

[] Strict Cookie Validation
n IKEv2 Fragmentation

MTU | [200 - 1500] defaults: IPv4: 576, IPvé6: 1280

Liveness Check

Interval (sec) | 5

Cancel
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STEP 4| $1% PQ KEM Enable Post- Quantum Key Exchange (Bt E T &%) , BLARUFF/E VPN
A% R THGIIIRE . MR IHTERR A

e, A BlockIKEv2|fvuInerabIeC|pher isused (WIERATH 552 B8 (1) 3% 085, R385
IKEV2) o & ICIEIHC RS, iR JOMERIR] 1KE %R 35 € 1% o EAE S 5 52 O
KEM, R praHin IKEv2 B4 HE . et @ LiBifA VPN i il DLAEAR.

IKE Gateway @

General Advanced Options

Common Options

[] Enable Passive Mode

[] Enable NAT Traversal
IKEv2

General PQ PPK PQKEM

l:\ Enable Post-Quantum Key Exchange

Cancel

STEPS| f—F OK (ifsg) AT IKE i,

STEP 6| HU Network (49#%) > Network Profiles (49#:%EH) >IKE Crypto (IKE %A% , k1%

IEHL Add G Hr IR e R .

STEP 7] #5E General (—ff) i, SABIEITAR IKEV2 S&87c iy nz ot (DH #E4l. s, 5
A AR

A~

3B

O BRGR RIS IR RGBT, DR T Hyitk. DH Group 20 & L)

b AES256-GCM, - Wf: fef FH 4 s = i A 00T B0 S 6 0 B PR G B . A LA 08 [
K é%%‘ﬁ?i/ﬁim, A B E KA F M AR A TKEV2 Biie . 2340
R BUR, KRR AL .

IKE Crypto Profile

General Advanced Options

Name l

[T] | oH GroOUP [C] | ENcrYPTION

@ Add () Add

[C] | AUTHENTICATION Timers
Key Lifetime | Hours
8
Minimum im

~ IKEv2 Authentication | O
() Add Multiple

Cancel
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STEP 8| j#H Advanced Options CEERSIEIE) , A% e I% A 1) Post-Quantum | K Ev2 Additional Key

Exchange (185 1 IKEV2 ZEAMN 82510 Bhik.

7£ RFC 9370 " feiF ik 2 LK1 Additional Key Exchange Rounds (REAN G #@ss g (5
1-7 %) o B/DFEE—E PQC KEM 2RI IN&E 441 7). $MERSM) PQC KEM &i — Pt m i
TR, AHEHemsg il s I 0 IKEv2 HAR K/,

RFC 9370 FF& B4/ S8 Filim ik . BHAIS B G IR, SEETS AR E S
None (#) .

7t [Additional Key Exchange Round (ZHAMe 8848 #limix) 1 ) PQC NE 7 & sk € i s i€ - TH
i A ) PQC A TE I, Jn @i % — i i VPN & B e, &R EGE PQC. in &
REAZ VS W iy B SR I o PQC, #2224 g 4 e v 1) PQC B I 3 {18 451 4/ 40 838 2 Hhliey //7 HE (1 TH
Q Bo

ok

O 1 TE ) VPN Sy 26 5 0% 2 R 1y PQC A2z ki, LAORRR YR/ B
ipﬁ.(‘g%?ﬂ%iio FHERMREGURINE, SR TR BEAE A 3 S g

IKE Crypto Profile @

General Advanced Options

Post-Quantum IKEv2 Additional Key Exchange

Round 1 Round 2 Round 3 Round 4 Round 5 Round 6 Round 7

Oitems ) = %
AKE 1

() Add

Cancel

STEPO| 3%—F OK UiEE) LAEEST IKE 25 i i o

STEP 10| iH Network (49#%) > Network Profiles (498%#%EHE) > IPSec Crypto (IPSec ZH5) , &

1% HL Add G B E e 1
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STEP 11| 252 General (—f%) #%5E, WA IPSec ESP e (hnss. Eiss. DH B, A aiEE)
AN e

O IR A N R E AR B TP . DH Group 20 L) |, AES-256-
GCM., SHA3BA = L) I, A FH <5 Sl AL iy 1 B AR 5 ot T L 8

IPSec Crypto Profile @

General Advanced Options

Name
IPSec Protocol | ESP DH Group | group2
[CJ | ENcryPTION Lifetime | Hours 1

D Enable

(#) Add

D AUTHENTICATION

(#) Add

Cancel

STEP 12| i1 Advanced Options CGEFEI2IE) , #R%% %1% H 1) Post-Quantum | PSec Additional Key
Exchange (1% T |PSec 284N & 8840458 Hiik.

% LIk Additional Key Exchange Rounds (BE4ME8@Acdmi) (55 1-78w) , iR
YA 03— PQC KEM . £ /b5 %l PQC KEM 248 hn & 73K H1 /7. BInZESN PQC KEM
TiE—DREE T, EEREsZ N 1PSec Bk &8 LI A/,

TEARF(EBRAS ) 5  5Z i VT p 0 A8 P AR IR B PQC A% 4 15 2 R A i | PSec 81 (1 P i o
WEARAHTE, RIEB R e R

@ EERIOGERUREIR,, 5518 e MR B B A 3 AR & g A PQC,

IPSec Crypto Profile @

General | Advanced Options

Post-Quantum IPSec Additional Key Exchange
Round 1 | none
Round 2 | none
Round 3 | none
Round 4 | none
Round 5 | none
Round 6 | none

Round 7 | none

Cancel
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STEP 13| f#—F OK (ffs) LAEEST IPSec 5k w4 -

STEP 14| Commit (#222) #HfE.

A R A Wil |KEVZ S5l i B 8, 55 TKEV2 [l TKE 25 55 e i Al
IPSec iR e 1 4 AV EUE A RS T T B, DB 22 6 7E O SR8 B
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3& P LE 1] A 2 T 2L 2
. PA N‘OS

O PAN-OS11.1 B8 #hA .

BEFIBIFE AN IKEV2 185817 VPN BOE M. W EMIE SR RFC 8784 (FRyE TR A&
THS AR R T VPND [k, A {E A S0k RFC 8784 [ukiE; .

B IR RFC 8784 B K% Bl 3 % RFC 8784 Bl Kbk iEaREy, HE MK E T, &\
Al FHAL AR AR AN 4% B RS LT £88 (PQ PPK), [RIt PQ PPK 7E IKE %242 #iIf 7k iE A
TRE. PO PQ PPK BLAL LY DiffieHellmann (DH) &x$@ktkl (FE IKE A48 M1 gD 1R
&, DLEESTAREA B B4 b, R Mk Shor VAR . IEAE1SRT KIS RE TR TS
@, DAE BB IR B, R s s, EEMBEY T, B8R & 8 B M B S i g k)
A HARAF AL AR, BB AR AT A A AR 25 1 27 B 1 (CRQC) i 2 A1k

 SZ PR RFC 8784 1111 K ff BLAN SZ 3% RFC 8784 [ Xl 147 1@ sy,  RFC 8784 7 K i ] LA [R] 18 2
M DH S8 Ac . WIRIHAEEHED, B JOBAEIRE PQPPK , 1A DH &8t & A e ar
S, EEEERM, FEABNT, VPNIRERSZH [HAEWKRSE, HIBM%] g,

I P BE6 051) 40 43 E S A A )l B 1K) = (BT KORE 4L AR, P I IKEv2 VPN JEAR . A W 4 55 s =2
% RFC 8784, —{FBi Kl AN & RFC 8784,

Site B

Classic IKE

Eth1/1:192.168.1.2/24

Eth1/1:192.168.1.1/24

Eth1/2:192.168.2.1/24

Site A Site C

PQ PPK Eth1/1:192.168.2.2/24 PQ PPK

FEARF

o uiEh A 4% RFC 8784, ‘BHLUEL B (AR & Ethl/1: 192.168.1.1/24, Hilufifh C pyiHaz &
Eth1/2: 192.168.2.1/24. w8 A FEERME IKEV2 s, — R BnG G B #Ay, [ H i e
vhBL A HAR,
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BEPLET IKEV2 VPN

o UhEL B E R M IKEV2 VPN, A8k RFC 8784, & Byl A [IIHAR &
Eth1/1: 192.168.1.2/24. u:%; B 75 E—{f IKEv2 fiE z“ﬁ%ﬁ: HARFIVERE AL WEEE B /) IKEV2 [HiE
R EANETE PQPPK, A ZukiEk B A SZHE RFC 8784,

« UhEL C S74% RFC 8784, ‘B HLuLEL A HIIEARE Ethl/1: 192.168.2.2/24. uh%h C FHE —{H IKEV2
i TE A E AR B & A

fE S P REC 8784 11ty IKEV2 VPN S48 1 00 28 22 4 f ) — 41 56 4 A Rl 1y PQ
PPK (KeylD jin b PPK a5 R ) o SR prise PQ PPK 7 i I #4508 1354 A]
EE F = A ot ¥ 8
KeylD i 1) PPK 222 5 |

IKEV2 45 gl gr /e |KEV2 52 8 11 ) iy KeylD, (B PPK SRS B g 7E ARSI T 0 B
CRAEREEERE B (fy Panorama i s F 824 ) . PPK S5 B KA & ER
s, AR AR IKEV2 liE B R M, |KEV2 B4Ead il KeylD 7e
Al PP 7/, A0 JEE DH S8fbh R & Lz A% BT s G4

EE AT R E IKEV2 VPN, 5B 2 Network (49%%) > Network Profiles (488%:% € )
> |KE Gateways (IKE #i&) :

STEP 1| &R HAN IKE BE—E, sZEuish A, B A C ) IKEv2 VPN [fiE— s

7F General (—f) HES, oefrhb. Bpag il A — 5 IKE [Fi & 5. # Verson (A
# IKEv2 modeonly (f IKEV2 #X) DIER R LR M. IKEVL #4252l tn e, A
Y& RFC 8784 1% &1 VPN,

iy
P

7/

sfE General (—ff) H LBUE TSI SR GlPUE R T 2 BOR R
BTRGIN i, TR I R B

STEP 2| Zyprfs =l 490l 5% 2 % WA — % ) Advanced Options (HERSSEIED) , #Hldnyl@nsil. NAT 4
AN |KE 5% bS5 e he
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STEP 3| #£ Advanced Options (#EPXI%IE) >PQ PPK H# L, #1558 A IKEV2 VPN EjuhEhE C i

2 CIKEv2 VPN 3% A Enable Post-Quantum Pre-Shared Key (PPK) (Rl 1% & 7 TES 4t
Fl 44 (PPK))

HRAEGEL B AN 1% RFC 8784, [HIL 14 Mt 75 E v BY B IKE [fi8 5% € B AE v B A IKEv2 VPN

Fuh2k B 5% & o Enable Post-Quantum Pre-Shared Key (PPK) (R % & 1 FEe L &4
(PPK)) .

IKE Gateway @

General | Advanced Options

Common Options

[ ] Enable Passive Mode

[ ] Enable NAT Traversal
IKEv2

General PQ PPK

Enable Post-Quantum Pre-Shared Key(PPK)

Negotiation Mode @) Preferred Mandatory
POST-QUANTUM PRE-SHARED
D PPK KEYID KEY(PPK) ACTIVATE
() Add

1% Enable Post-Quantum Pre-Shared Key (PPK) (RUH#& &= FTESCILH 448

(PPK)) 1%, Negotiation Mode (R THaEZa% € & Preferred (1B , 1ERREIESR
RFC 8784 [F)i# 45 & [HiE {48 BL 5 HE 4w . (/F Mandatory (5] BT, BB R sy
& PQ PPK, B S & v 134 )
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STEP 4| jgubeh A FuEBE C MubEL C FubEL A IKEv2 VPN 1) Negotiation Mode (AR 5% %
Mandatory (&%) .

IKE Gateway @

General | Advanced Options

Common Options

[ ] Enable Passive Mode
[] Enable NAT Traversal

IKEv2

General PQ PPK

Enable Post-Quantum Pre-Shared Key(PPK)

niieca| ) Preferredl (. Mandatory

POST-QUANTUM PRE-SHARED
ACTIVATE D PPK KEYID KEY(PPK)

(+) Add Delete

f§iF] Mandatory (5&#]) 1£%; Negotiation Mode (AZiH) , AIRE(RLGEL A FIuEEL CEASH
VPN liER;, —BREPiE T VPN, mapssi VPN, 5 G e B4 7 3% RFC 8784 I, &
ffHf Mandatory (5@t o WREAHEE, FEEH Preferred (EHD B0, DUE/EESEREASE
& RFC 8784 Ry (i, & I B 3 AN 2 (3 il (265 BB AT S HOmMS ) , By s T BARLE
F)4& i IKEV2 VPN,
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STEPS| ZyuhEh A FIuEEL C ) IKEV2 B4R DL A3k EE C FIuEEL A 1 IKEV2 3EARR E/E I PQPPK. &
vhEE A FIGEL C E) IKEV2 JHARRE, e e ftig e/EH F PQ PPK i 171845, b firist
] PQ PPK B DH &8t BlE S, DA ST RS BB 22 4k 4 .

v G A FuEEE B il a e By B BuEEL A fER A B E TRE, KA BR
¥ 4% RFC 8784,
VEER A FluhEG C IKEV2 B8 28 B 52 4 AH R FIE F Fh PQ PPK 7% %€ .
« 15 Panorama & N IKEV2 %1454, & 0] DLAE Panorama 27580, Wk HL 6 2| 52 5
R IRIBI K G o
o AR Panorama ANE FENIE IKEV2 %1450, H RSB B dlE e, REELL2ery
A B E 78 % PQPPK #iEA A — M EHE, WA EE.
10T LA EEE PQ PPK 1) KeylD 8 @A AR B 4 /% . 180T DAF8)) 2558 PQ PPK 7% & 1 22
il KeylD Bo Y PPK #5085, B b5 s v] DL A 18 i A= 50 30 PPK 5 h . 10 491 1 445 F 7 4] i
FHIE W FE V2%
TS TR 5E 1) PPK 255 7. PQ PPK :
1 Add GH#E) PQPPK.
2. ff Add Post-Quantum Pre-shared Key (% &7 TEGILHI G88) Bam8d, @A
PPK KeylD %%, fEutdifl4, ##5% PQ-KeyID-1.

3. 7E PPK KeylD Hif N5e M IF ) ASCI FH (B Hofh AR A S0 RS F) , 2R1%
Confirm PPK Secret (fizZ PPK %)

3

e fiifr PQPPK (KeylD i i PPK Shig) o 4 T Bl A 1) PPK 2515,
AR ARG SR . PP — HBZR, ([FNAEIR. (AL
Mk PQ PPK,  #R4% 5% e Bty PQ PPK, )

W PPK KeylD 1 Confirm PPK Secret (ifiiZ PPK #65) AHHFF, Rilgr i BisEaRAE
PPK Secret and Confirm PPK Secret Do Not Match (PPK ZH5Al&EE PPK
EMSAMFT) o mEMEETR e REZR /DA 64 5 0 (32 7 u#HEk 256 7 okE) kg
1 PPK &k e v om 4. W &M TERR A EH FREE . WG AMETE IKE 55
Z IR W e 44, SHBUN S Activate CRED) o tn S fs /e — {25l 145 )
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EH’

PQ PPK, 'J‘“HEJZ\ZE?“% A #2e08 EE e . DUN B8R —{# 64 7o R A58\
(T8 N\ 1) 38 KR A & AT RUR)

Add Post-Quantum Pre-shared Key @

PPK KeyID | PQ-KeyID-1

PPKSeCret 0000000000000000000000000000000000000000000000000000000000000000

Confirm PPK Secret ‘ 0000000000000000000000000000000000000000000000000000000000000009 l

Activate
PPK length | 32 Generate Strong PPK

(characters)

PPK length (characters) (PPK [ZRE (27e#0 ) M 5308 FH 72 5 K s 2 165 2
PRI E . EAEEH T ERUE N PPK &/ v B R,

4. J%—F OK (fEE) ZHFEREM PQ PPK.

S. U Panorama & IS M B 50, AT LAZE Panorama ST ERE, WP HHERE B 52 T
FIBH KA o Wi Panorama AN ELIE AR A5G, H VPN B8 A F B 2 B s, 4
a] L PQ PPK DL 72 4 ) 77 sABH I 48 IR i L 22 B e 258 S HE R

B FH B O 2 AR 1 PPK 2553 57, PQ PPK :
1.
2.

Add CHE) PQPPK.,

7t Add Post-Quantum Pre-shared Key CHiiffR & 7 TEGILH &) Bt 7, @A
PPK KeylD % #§. frEutaif]d, 4855 PQ-Key-ID-2,

3. % PPK length (characters) (PPK /& (Fio#0 ) sE &%/ 64 ff7 o0 (32 fcalsk
256 fir o) , LhAgarom 4 i

4. % —TF Generate Strong PPK (E 56 PPK) .
B s A — (i 2R BEAR - /S L PPK &8, FLRFEAE PPK length
(characters) (PPK % (Fu#0) ) k.

5. R BRI PPK H T .

%%E%Jr%\i’iﬁ%}ﬁ%o RumgsinE PPK: w56, filin, gt pg PPK

PPK:38bcc71f9bd477885541ba0f12b93eblb8e8ab772ccacla891802a3abfel32b5d

AT
38bcc71f9bd477885541ba0f12b93ebl1b8e8ab772ccaclaB891802a3abfel32b5d

fir & PPK: AR 315 55 (0 — 4 9)
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Strong PPK Secret

o M2 82ffa0a383adc6b7f79fd18d35982333873ad7c3680ffe9fd5b42d471cda261

Copy and paste the auto generated PPK secret into the PPK secret fields in the previous screen.If
you need to communicate this PPK secret to another entity, please make sure the communication
method used is cryptographically secure.

OK

A ARAE 7 Ok A AR AR S PPK 505, 3% —F OK (BEE) 18, Bi ks mAELL
G TR PPK %05, RIS IR R AE R 2 S R AF PPK BT, B A EHA %%
BE, 752 4t PQ PPK 5% & i .

6. EHERM PPK 5 7E BT AL B AT 2 A A S B A SR, % —F OK (T
ED) o WERERAER PPK MG, AR —oss PPK &0, IR B0 22 4 Hh
Feo

7. rERLY) PPK #5055 R BE 3 Add Post-Quantum Pre-Shared Key CHiifs & 7 FE 4G 3t H
4:58) T PPK Secret (PPK Z5H5) #1 Confirm PPK Secret (WEs2 PPK #5HE) A7 .

Add Post-Quantum Pre-shared Key @

PPK KeylD | PQ-Key-ID-2

PPK Secret | 0000000000000000000000000000000000000000000000000000000000000000

Conﬁrm PPKSecl‘et I 0000000000000000000000000000000000000000000000000000000000000009 I

Activate
PPK length | 64 Generate Strong PPK

(characters)
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i

W smTHRR R IR EH R RE . R EAEAE IKE SR8 2 P A R a8, G
THIRH Activate CHUED o WRIEAE— (835508 5] PQ PPK, R than 284 55 — (3
S EiEHE.

8. & F OK (HffsE) 2Z24ebis JtihE 4 i PQ PPK

9. 4 Panorama 5 EILE Wi 45, 0T LA7E Panorama EEESTRLE, IS HAE B2
FIBJT . 5 Panorama /N FEE (6462, FL VPN SRRl R R 0 B B ], 1
T LI PQ PPK L% 4 /7 BB AR IO ALf HL 2 HETE M Sl O B L

HFRubEE A REEES C, ARSI PSR PQ PPK 7E Mandatory (5D KLz 51 2 fE H v
i) PQ PPK .

IKE Gateway @

General | Advanced Options

Common Options

[ ] Enable Passive Mode

[ ] Enable NAT Traversal

IKEv2

General | PQPPK

[ Enable Post-Quantum Pre-Shared Key(PPK)
Negotiation Mode Preferred @) Mandatory

POST-QUANTUM PRE-SHARED

[[] | PPk KEYID KEY(PPK) AT
[l PQKeyD-1 e

[ l PQ'KE\/'|D-2 PETTT TS

() Add

PPK I EUbEi, HKEDNG LIS R. e A fuis C 2 M E IKEv2 VPN BifE
BH1E RFC 8784 DIHEPT & T W8 . uhEL A FlubEE B 2 M) IKEV2 VPN 4448 (1 FH4C L i) DH &8
T, HAUWRE S %3 [ BAAWE, HEBMRE] W,

W RA GG b B B CTH A S HR RFC 8784,  f Al (K IEAH [F] (A o Rr il B A THEI ZR ik B
B, Wuki®h B A R AL A IKEV2 VPN,
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